Holly Grove School
Online Safety Newsletter
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Safer Internet Day

The Internet is a very useful and fun place. It can be used
for many things such as learning new facts, watching
videos, playing games, listening to music or chatting
with family and friends. Safer Internet Doy aims to
help children and young people understand how to use
the Internet safely and make good choices when they
are online.

In 2023, Safer Internet Day is on
7* February.

There are many different kinds of websites that you can use
sofely but it is important to know that not all websites are
like this. Some websites are not suitable for children and
young people and some can harm your computer.

Anyone can post things on the Internet so not everything
you see is real or true. It could be a fake picture,
out-of-date information or the fucts might be incorrect.

You can check information by looking at other websites
to see if the facts are the same. You can also check by
oo——

looking in o book or asking
a trusted adult.

Sometimes, people go online and pretend to be
someone different so they can trick people. It
is important that a trusted adult knows what
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» Use apps and games that are
for children.

» Do not downlood anything

without permission.

« Ask an odult before clicking
on a file someone sends youw.

= Never chat to o stranger.

= Never agree to meet someone
you only know online

= Mever tell anyone your
personal information.

It is importaont to treat
people online in the same
way we would treat them

face to face.

You can block people who make you
feel uncomfortable or are unkind to

We are very proud to be registered as a

‘Safer Internet Day’ supporter.

CERTIFICATE

HOLLY GROVE SCHOOL

OF SUPPORT

THIS IS TO CERTIFY THAT

Supports Safer Internet Day 2023

7 February 2023

#SaferinternetDay

Want to talk
about it?

Making spacefor conversations
sbout e onine

2 |, UK Safer
) internet

Centre saferinternetday.org.uk

For Safer internet Day, we have
been discussing and learning
how we can stay safe on the

Internet. We looked at our
School Rules for Online Safety
and took part in lots of

you are doing when you are online.

Some people may write rude or unkind words
in an app, a chat or in a game.

you in a chat, game or app.

It is important to tell a trusted adult
if anything enline makes you feel sad,
worried or uncomfortable.

We recapped our Online Safety

Rules.

We interviewed each other about

how we use the Internet at home.

activities linked to Keeping Safe

Online.

We made our own E- Safety Posters

to display in class.

Should I takk to strangers on the internet?

T feel confused, sad or angry on the internet, T should:
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Who can help me on the internet?
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We watched videos and looked at books about
Safe Online Gaming and how to be aware of the dangers

on the Internet.




Laura Byrne, Our ICT / Computing Lead dropped in to discuss online safety
with parents that attended our Nibble and Natter Session this week.

If you were unable to attend the Nibble and Natter session you can scan the
QR code to watch this video on online safety.

After School Staff Training -
Wednesday 22.2.2023 - Online Safety

Parent Forum - Thursday 27th April
2023 9.30-11am - Online Safety.

Some of our pupils would like
to share some Online Safety
Advice.

‘Never give your name or
where you live to

someone you

do not

know!

‘When you play on a
game and you see and
hear something bad, tell

your parents!’

‘Give yourself a nickname

and not your real name!’
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‘Better safe than sorry’!

Makaton

Online Safety
. Use these Makaton signs to support a young

ﬂ person to stay safe when using the internet.

To keep sate

(’ To emphass “Sofe’
| draw formation back
A Towards body
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Intermet
Hint: this lcaks complicated but if you think of it as 2 signs it's a “world’ and then “wiging a computer
keyboard' (ust tap your middle fingers together in the middle of the 2 sigrs)

| of orc spread fingers ouf

N rriddlle fingers tauch
I briefly os honds turn out
! =
'y x’i’.urc move fonwords
[

I/"'\ Sign WORLD. At battam
1

'f/’f |
VY
Computer
Hirat: Yo cam alio mime opening & plop and Lping &8 & g if this & mone appropriate 1o the type aof

camputer being used

If you have any questions or concerns regarding your
child’s online safety at home, please don’t hesitate to
contact school. You will be directed to someone who

can support you.
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These top tips have been written for you (parents and carers) to
share, and talk about, with your children. It’s never too early to
talk about life online!
This Safer Internet Day make space for...

Make space for enjoying time online together
Play games, watch videos, and learn new skills with your child. Share what you
are doing online and talk about what they like doing online. Show your child how
great a space the internet can be and all of the ways you can use it as a family.

Make space for talking about the online world from an early age
Show your children the amazing things they can do on the internet, before they
begin to use it independently. The earlier you talk about the online world together,
the easier these conversations become as they grow up.

Make space for using the internet to build key skills
Why not find fun and educational games to play together, or watch videos about
topics your child is interested in? The internet is a great space to practice key
online safety skills like keeping your personal information safe and asking for help
when you need it.

Make space for setting clear boundaries about tech use
Establish expectations that encourage meaningful use of technology, in the same
way you set boundaries in other areas of your children’s lives. It might be no tech
at dinner, blocks on certain sites, or only using devices when there is an adult in
the room. Discuss these with your family, and review and adapt them as time
passes and their internet usage changes.

Make space for familiarising yourself with safety tools
There are loads of amazing tools and organisations to support you in keeping your
child safe online. Explore the different privacy settings and
parental controls available to you, and know how to report inappropriate content.
These can all help make the internet a safer place for your children.

Make space for conversations about what to do if something goes
wrong
Reassure your child that they can always come to you if something makes them
feel uncomfortable or upset while they are online. You may also like to talk to
your children about putting devices down, turning them over, or pausing content if
they see something they don'’t like.


https://saferinternet.org.uk/online-issue/parental-controls
https://saferinternet.org.uk/online-issue/reporting

Supporting children and
young people with SEND online

Advice for parents and carers to help children and young people with
special educational needs and disabilities (SEND) stay safe online.

.Connecting & Sharing

Although children and voung people (CYE) with SEMD are
mare likely to experience content, contact and conduct risks,
Fislks do not always lead to harm. IU's ikely that CYP may talk to
strangers onling while gaming or in a greup chat, or may
sxpearience negative comments, but the key thing is to ensure
they know how to recognise warning slgns to prevent this
turning inte harm.
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What you need to know . The risks

Haw is socialising online differant far CYR with SERMCT I: Fearm our résearch, wir kraow that SY P with SEMD
Interacting with othars onlire through social media or I edperience greater nsks whedn b oormes 1o cortent,
cther platforms has becorre an important part af Oy Poeontact or conduct risks Ay child, from any background
Ifwizs and even rmare sa for thass with SEMD. ' canbe a risk of the fallowing rigks anline. Bul some are
: e wukneiaole than olhers:
The benefits ;= Online abuse - this can include sexual o
H emolanal Abuse
Connecting, creating, and sharing vath athers anling i
Larirggs @ rare af benefits which can support a child's : o« Coercion - Baing enticed 1o send nude ghos
._1,-_:.||;_;.:.|r-_a=1_ ||'||:||_||_'_||"|g: : with sarmetimmes the lure af Ellfr':., Tklrs O iy
= Makirng oard maintan rigy frimnidships which : - lmpprupriate content — this camn indluds s al
mighit be harder to oo affline vialent ar harmiful content, C¥F with SEMD ans
s AL1iFnes i can be seen as s safer optian ta also rmarg likety to .SEE content that promotes
: self-harm and suicide
interact wath others [depending on what they F
are daing] than allawing CF¥P to go outside * Fake news and misinformatian - an Ofcom stuoy
|awaids risks of face-to-face bullving/ incraased : found that 12-15 years old averall, see soaoel media
fears arsund knife crime eto) : as the least trustveartiy source of ngws [395%)
Sormwe O¥P find socialising behind & screen § « Cyberbullying - this can include diract bate/negative
easier than face-ta-faoe whick rrakes Therm H gpaach af the CYE, exclusion from graup chars, not
fol ingluded and akle 1o make friends and likirg @ phabo or status et YR with valnerabilitizs
Euild conmections E hawve three tirmes more by to be expased ta hate
. i cpeech and camment pramating seif-harm and
. Fiewiral nature of the anline warkd means ' . .
- H suicide than CYP without vulnerabilities
CYE can put s spatliaht anissdes and .
concerns o affect chanae in the real world :
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= Findirg their tribe’ of like-minded peopie

* Heing mare independent

+ Conduet — where a child beFawas in a AT thit
cortrinutes b risky CanmenT of canlasl o g The
facipsent of harmtel conduct online

= Discavering rumy interests



1.1 will always ask the teacher before I use the
Internet and I will be sensible whenever I use
it.

2.1 will only use websites my teacher has told
me about.

3.1 will not give my name, address or telephone
number to anyone on the Internet and I will
tell my teacher if anyone asks me for my
name, address or telephone number.

4.1 will never agree to meet anyone I have
spoken to on the Internet.

5.1 will not download programs or bring
programs into school on disc or CD
ROM from home into school.




